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Course  Outline:  Legal  Issues  in  Electronic 
Commerce 


Overview 

Electronic  commerce  is  the  conduct  of  commerce  in  goods  and  services,  with 
the  assistance  of  telecommunications  and  telecommunications-based  tools. 

This  course  will  examine  the  legal  issues  of  security,  privacy  and  intellectual 
property  in  the  context  of  international  electronic  commerce.  The  course  will 
consider  the  current  legal  and  political  regimes  regulating  these  areas,  with  a 
particular  focus  on:  comparative  law  issues;  economic  incentives;  and  public 
policy. 

Evaluation 

Evaluation  will  be  by  a  short  reflective  paper  (10-12  pages)  [approx  3000 
words  upper  limit]  the  topic  of  which  is  to  be  chosen  by  the  students  in 
consultation  with  the  instructor.  Papers  will  be  graded  on  an 

Honours/Pass/Fail  basis. 

Participation 

Students  are  requested  to  prepare  for  the  lectures  by  considering  the  ’’Issues 
for  consideration1  for  each  session.  The  readings  provided  are  a  useful  aid  to 
this  preparation.  Students  are  also  requested  to  prepare  for  the  discussion  to 
be  held  towards  the  end  of  each  session. 

Course  Objectives 

>  To  introduce  the  concept  of  electronic  commerce 

>  To  understand  the  technologies  underlying  electronic  commerce 

>  To  appreciate  the  impacts  of  globalization  on  the  regulation  of  electronic 
commerce 

>  To  appreciate  the  various  regulatory  regimes  which  effect  electronic 
commerce 

>  To  understand  the  fundamental  economic  arguments  surrounding  the 
regulation  of  electronic  commerce,  especially  in  the  issues  of  security, 
privacy  and  intellectual  property 


Course  Schedule  and  Readings 


Session  1  Understanding  Electronic  Commerce 

Issues  for  consideration 

What  is  electronic  commerce? 

What  technology  does  electronic  commerce  rely  on? 

Who  governs  the  protocols  and  sets  standards? 

What  are  the  objectives  of  setting  such  standards? 

What  are  the  costs  and  benefits  of  proprietary  standards  versus  open 

standards? 

How  is  economics  used  to  evaluate  whether  proposed  (or  indeed  passed) 

regulations  and  standards  will  affect  electronic  commerce  in  a  positive  fashion? 

Readings 

>  Clarke,  R.A.  ’’Electronic  Commerce  Definitions1 
http://www.anu.edu.au/people/Roger.Clarke/EC/ECDefns.html 

>  Zwass,  V.  (1996)  ’’Electronic  Commerce:  Structures  and  Issues' 
International  Journal  ofElectronic  Commerce  Vol  1.,  Number  1.,  pp.  3-23 

>  Clarke,  RA.,  Dempsey,  G.C,.  Chuin  Nee  Ooi,  O-Connor,  RF.  ”A  Primer  on 

Internet  Technology' 

http://www.anu.edu.au/people/Roger.Clarke/II/Iprimer.html 

>  Pincus,  AJ.  ’’The  Role  of  Standards  in  Growth  of  the  Global  Electronic 
Commerce'  Committee  on  Commerce,  Science,  Technology  and  Space, 

United  States  Senate,  1999 

http://www.ogc.doc.gov.ogc/legreg/testimon/106f/pincusl028.htm 

>  Dempsey,  G.C.  (1999)  ’’Revisiting  Intellectual  Property  Policy:  Information 
Economics  for  the  Information  Age'  Prometheus ,  Vol.  17,  No.  1,  pp.  33-40. 

>  Froomkin,  A.M  (1999)  ’’Speculative  Microeconomics  for  Tomorrow's 

Economy'  http://personal  .law.miami.edu/~ffoomkin/articles/spec.htm _ 

Discussion 


That  design  and  implementation  of  electronic  commerce  standards  is  best 
left  to  the  marketplace. 


Session  2_ Attempts  to  Regulate  Electronic  Commerce 

Issues  for  consideration 

What  attempts  has  the  international  community  made  to  regulate  or  influence 

the  regulation  of  electronic  commerce? 

What  effects  of  electronic  commerce  have  caused  nations  concern? 

How  has  Canada  approached  the  regulation  of  electronic  commerce? 

Readings 

>  European  Parliament,  A  European  Initiative  in  Electronic  Commerce , 
http://www.ispo.cec.be/Ecommerce 

>  Clinton,  WJ.,  Gore  Jr,  A.  (1996)  A  Framework  for  Global  Electronic  Commerce 
http://www.iitf.nist.gov/eleccomm/ecomm.htm 

>  UNCITRAL  Model  Law  on  Electronic  Commerce,  with  Guide  to  Enactment 
1996  United  Nations  (incorporating  1998  addition  of  article  5) 
http://www.uncitral.org/english/texts/electcomm/ml-ec.html 

>  U.S.  Government  Working  Group  on  Electronic  Commerce  (1999) ’’Towards 
Digital  eQuality4,  2nd  Annual  Report 

>  Uniform  Law  Conference  of  Canada  (1999)  Electronic  Commerce  Project 
http://www.law.ualberta.ca/alri/ulc/current/eecom.html 

>  Power,  M.,  Remsu,  J.,  Gregory,  J.  (1998)  ’’Electronic  Commerce  Overview" 

Uniform  Law  Conference  of  Canada 

http://www.law.ualberta.ca/alri/ulc/current/eee98il.htm 

>  Uniform  Electronic  Commerce  Act  1999 

http://www.law.ualberta.ca/alri/ulc/current/eueca99.htm _ 

plus  annotations:  http://www.law.ualberta.ca/alr/ulc/current/euecafa.htm _ 

Discussion 


That  electronic  commerce  has  more  potential  to  affect  the  law  than  the 
law  has  to  affect  electronic  commerce. 


Session  3  Security  and  its  Impact  on  Electronic  Commerce 

Issues  for  consideration 

How  is  security  important  to  electronic  commerce? 

What  laws  and  agreements  regulate  information  security? 

What  is  Canada-s  approach  to  cryptography  and  steganography? 

What  private-sector  initiatives  have  been  taken  to  ensure  confidence  and 
enhance  security? 

Readings 

>  Froomkin,  A.M.  (1996)  ’’The  Essential  Role  of  Trusted  Third  Parties  in 
Electronic  Commerce"  Oregon  Law  Review,  Vol.  75,  p.  49. 

>  Johnson,  N.F.,  Jajodia,  S.  (1998)  ’’Exploring  Steganography:  Seeing  the 
Unseen"  Computer 

>  Silbert,  O.,  Berstein,  D.,  Van  Wie.,  ’’Securing  the  Content,  Not  the  Wire,  for 

Information  Commerce"  http://www.star-lab.com/secure-the-content.html _ 

>  Shaw,  S.  ’’Overview  of  Watermarks,  Fingerprints  and  Digital  Signatures" 
http  ://www.i  tap .  ac .  uk/reports/htm/i  tap-03 4 .  html#T  oc4 56162857 

>  Petitcolas,  F.A.P.,  Anderson,  R.J.,  Kuhn,  M.G.,  (1998)  ’’Attacks  on  Copyright 
Marking  Systems"  in  Aucsmith,  D.  (Ed.)  Second  Workshop  on  Information 
Hiding,  Vol.  1525,  Lecture  Notes  in  Computer  Science  pp.  218-238. 

>  ”WhaH-s  New  at  the  Steganography  Archive" 
http://www.members.tripod.com/steganographv/stego/whatsnew.html 

>  Government  of  Canada,  (1998)  Public  Key  Infrastructure  White  Paper,  MG- 15a 

>  Farrend,  D.B.  (1999)  ’’Policy  Considerations  Behind  Legislation  Recognizing 
Electronic  Signatures"  Uniform  Law  Conference  of  Canada 

>  ”A  Cryptography  Policy  Framework  for  Electronic  Commerce:  Building 
Canada^s  Information  Economy  and  Security" 

http://strategis.ic.gc.ca/virtual hosts/e-com/english/crvpto/63  ldl  1  .html 

Discussion 


That  digital  signatures,  seals  and  certificates  are  a  panacea  for  electronic 
commerce  security  issues. 


Session  4_ Understanding  Data  Privacy 

Issues  for  consideration 

What  are  the  philisophical  bases  for  privacy? 

How  can  privacy  be  distinguished  from  other  rights? 

What  rights/responsibilities  may  compete  with  privacy? 

What  is  data  privacy? 

What  concerns  arise  from  databases? 

What  role  do  anonymity  and  psuedonymity  play  in  society? 

How  are  data  privacy,  anonymity  and  pseudonymity  issues  in  electronic 
commerce? 

Readings 

Rubenfeld,  J.  (1989)  ’’The  Right  of  Privacy4  Harvard  Law  Review,  Vol.  102,  p. 
737 

Chlapowski,  S.  (1991)  ’’The  Constitutional  Protection  of  Informational  Privacy" 
Boston  Lcn\’  Review,  Vol.  71,  p.  133. 

Wacks,  R.  (1980)  ’’The  Poverty  of  Privacy4  Law  Quarterly  Review,  Vol.  96,  p.  73. 

Schwartz,  P.  (1995)  ’’Privacy  and  Participation:  Personal  Information  and 
Public  Sector  Regulation  in  the  United  States4  Iowa  Law  Review,  Vol.  80,  p. 
553. 

Clarke,  R.A.  (1998)  ’’Information  Technology  and  Dataveillance4 
Communications  of  the  ACM,  Vol.  31,  p.  5. 

Discussion 

That  privacy  and  security  are  not  complementary. 


Session  5  Regulation  of  Privacy  and  its  Impact  on  Electronic 

Commerce 

Issues  for  consideration 

How  is  Privacy  Regulated  Internationally? 

What  limitations  exist  in  domestic  implementation  of  international  privacy  law? 

How  has  Canada  implemented  domestic-level  obligations  with  respect  to 
privacy  undertaken  by  the  Executive  pursuant  to  treaty? 

Readings 

>  OECD  (1980)  OECD  Guidelines  on  the  Protection  of  Privacy  and  Transborder 

Flows  of  Personal  Data ,  http://www.oecd.Org//dsti/sti/it/secur/prod/P RIV- _ 

EN.HTM 

>  Directive  on  the  Protection  of  Individuals  with  Regard  to  the  Processing  of 
Personal  Data  and  on  the  Free  Movement  of  such  Data  (EC  Privacy  Directive) 

>  Electronic  Commerce  Task  Force  ’’The  Protection  of  Personal  Information: 

Building  Canada^s  Information  Economy  and  Society4 
http://strategis.ic.gc.ca/virtual hosts/e-com/english/privacy/632d2.html 

>  Personal  Information  Protection  and  Electronic  Documents  Act  1999 
http://www.parl.  gc.ca/36/2/parlbus/chambus/house/bills/summaries/c6-  

e.htm 

Discussion 


That  the  private  sector  should  be  bound  by  the  same  privacy  standards  as 
government. 


Session  6_ Understanding  Intellectual  Property 

Which  IP  regimes  are  important  to  the  carriage  of  electronic  commerce? 

What  are  the  justifications  for  each  of  the  regimes? 

How  have  the  technologies  adopted  by  electronic  commerce  effected  the  scope 
of  the  monopoly  afforded  by  IP  rights? 

Readings 

>  Schlachter,  E.  (1997)  ’’The  Intellectual  Property  Renaissance  in  Cyberspace: 
Why  Copyright  Law  Could  Be  Unimportant  on  the  Internet4  Berkeley 
Technology  Law  Journal ,  Vol  12,  No.  1. 

>  Samuelson,  P.  (1998)  ’’Legally  Speaking:  Does  Information  Really  Want  to 
Be  Licensed?4  Communications  of  the  ACM. 

>  Samuelson,  P.  ’’Intellectual  Property  and  Contract  Law  for  the  Information 
Age4  California  Law  Review  Vol  87,  p.  199. 

>  Cadbury  Schweppes  Inc.  v.  FBI  Foods  Ltd.  [1999]  1  S.C.R.  142 

Discussion 

That  intellectual  property  protection  is  being  driven  to  an  ’’all  or  nothing4 
approach  in  the  digital  age. 


Session  7  Regulation  of  IP  and  Electronic  Commerce 

How  has  electronic  commerce  influenced  the  development  of  IP  laws? 

What  legal  challenges  has  electronic  commerce  posed  for  IP  laws  and  how 

have  these  challenges  been  resolved? 

>  Shetland  Times  Ltd.  v.  Wills  (settlement)  November  1 1  1 997 

>  The  Shetland  Copyright  Battle:  http://www.factnet.org/shetlnd2.html _ 

>  EC  Databases  Directive: 

http  ://www2  .echo  .lu/legal/en/ipr/database/text.  html 

>  Tyson,  L.D.,  Sherry,  E.F.  ’’Statutory  Protection  for  Databases:  Economic  & 
Public  Policy  Issues4  Committee  on  the  Judiciary  ce  Tyson  Statement 
http://www.house.gov/iudiciarv/41 1 18.htm 

>  CAIP  (1997)  ’’Comments  on  the  Registration  and  Administration  of  Internet 

Domain  Names4  http://www.caip.ca/dn200697.htm _ 

>  ITV  Technologies  Inc.  v.  WIC  Television  Ltd.  (unreported.  Federal  Court  of 
Canada  08/10/1999) 

>  Bell  Actimedia  v.  Andrea  Puzo  (unreported,  Federal  Court  of  Canada 
04/26/1999) 

>  A  very  Dennison  Corporation  v.  Jerry  Sumpton  et  al  (unreported,  CV  97-407  JSL) 

Discussion 


That  substantial  harmonization  of  electronic  commerce  laws  is  possible 
despite  difficult  interations  between  security,  privacy  and  intellectual 
property. 


